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Abstract 
Graduate students have been experiencing extensive use of information 
technology (IT) in their research. Nowadays, there are few graduate students 
do not use information or rely upon information technology tools. IT has a 
great potential for improving research productivity to graduate students. For 
example they use tools such as: Word processors and graphical tools, 
databases, statistical and qualitative data analysis programs, Emails, Internet 
Communities, E-learning facilities, library search, Internet search engines, 
conference facilities, simulation and modeling and many others. Given the 
importance of applying these tools, it is also essential to consider the ethics 
of using them. The ethics of using IT tools could be part of research ethics 
which refers to the moral principles guiding graduate student research, from 
its inception through to completion of thesis and/or publication of results. 
Achieving ethical practice in research with graduate students is a complex 
process requiring clear direction given by all parties involved in the 
research: student, supervisor(s), university, funding organizations and any 
individual or organization participated in the research. The ethics of using 
IT by graduate student is an important aspect to be considered in this 
process. 
This paper discusses the following  four important ethical dilemmas for 
graduate students to be aware of when using IT tools:  1) Intellectual 
property  associated with information technology including Copyright, 
Software Patent and Trademark  policies for using and producing software; 
2) Data Privacy where research should protect the access, control and 
dissemination of personal data; 3) Modeling and Simulation which is the 
ethics of using computational models used by researchers  to solve real 
problems; and 4) Internet Research which is the ethics of using Internet 
communities (such as mailing lists, chat rooms, newsgroups, or discussion 
boards on websites) as source of data. 
Keywords: graduate student research, information Technology ethics, 
research ethics. 
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حاث طلبة الدراسات العلياأخالقيات استخدام تكنولوجيا المعلومات في أب  
 
 د. عالء مصطفى الهليس
 كلية تكنولوجيا المعلومات
 فلسطين -غزة –الجامعة اإلسالمية 
 
 الملخص
هنالك استخدام متزايد لتكنولوجيا المعلومات في أبحاث طلبة الدراسات العليا. عدد قليل من الطلبة 
معلومات  في أبحاثهم حيث  أنها تزيد من الذين ال يعتمدون على المعلومات أو أدوات تكنولوجيا ال
إنتاجية األبحاث. على سبيل المثال يستخدم معظم الطلبة في أبحاثهم أدوات مثل:  منسق النصوص 
، أدوات الرسم ، قواعد البيانات ، اإلحصاء وتحليل البيانات ، البريد االلكتروني ، مجتمعات 
 يت ، أدوات التواصل ، وغيرها. االنترنيت ، البحث عن كتب في المكتبة واالنترن
مع انه هناك أهمية كبيرة في استخدام هذه األدوات ، لكن أيضا يوجد أهمية كبيرة لدراسة أخالقيات 
استخدامها.  أخالقيات استخدام تكنولوجيا المعلومات في البحث العلمي هي جزء من أخالقيات 
طلبة الدراسات العليا في أبحاثهم من البداية البحث العلمي الذي يدرس القضايا األخالقية التي ترشد 
و نشر النتائج.   االلتزام بالقواعد األخالقية  في أبحاث طلبة الدراسات والمناقشة حتى االنتهاء 
العليا يعتبر عمل معقد، ألنه يحتاج توجيه من عدة جهات له عالقة في البحث : الطالب ، المشرف 
دراسة لذلك  شخص أو مؤسسة  له عالقة بموضوع البحث.وأي المؤسسات الداعمة ، الجامعة ، 
القضايا المهمة التي العليا احد  الدارساتطلبة  أبحاثاستخدام تكنولوجيا المعلومات في  أخالقيات
  .بها لطلبةا توعيةيجب 
أخالقية مهمة يجب أن تؤخذ بالحسبان عند  قضايامن خالل هذا البحث ، سنقوم بمناقشة أربع  
( الملكية الفكرية وتتضمن 1وات تكنولوجيا المعلومات في أبحاث طلبة الدراسات العليا: استخدام أد
( خصوصية 2حقوق النسخ ، االختراع ، والعالمات التجارية المتعلقة بإنتاج و استخدام البرامج. 
( 3البيانات بحيث يتم حماية الوصول إلى البيانات الشخصية لإلفراد و التحكم بها و بعرضها. 
استخدام النماذج الحاسوبية  من قبل الباحثين لحل المشاكل  أخالقياتلمحاكاة والنمذجة: وهي ا
االنترنيت: وهي أخالقيات استخدام مجتمعات االنترنيت  كمصدر مجتمعات ( استخدام 4الحقيقية. 
 .للبيانات
1. Introduction 
For graduate student to do research, he should think of harms as well as 
benefits. He should maximize possible profits, while minimizing the amount 
of possible problems and risks resulting from the research. To do that, he 
has to take particular consideration when applying research ethics. Research 
ethics refer to the moral principles guiding the student research, from its 
inception through to completion of thesis and publication [1]. Some well 
known ethical principals are: Honesty; objectivity (avoid bias); integrity 
(consistency of thought and action); avoid careless errors and negligence; 
share data, results and ideas; respect for Intellectual Property; and 
confidentiality responsible publication [2].   
However; relaying the graduate student on advance information technology 
raises new ethical dilemmas.  Information technology as a professional 
sector adopted its own codes of ethical practice.   One of the most set of 
ethical standards is ACM/IEEE Software Engineering Code of Ethics and 
Professional Practice. This code is eight principles governing ethical 
behavior among software Engineering professionals. It covers the core set of 
computer ethics from professional responsibility to the consequences of 
technology in society [3].  
This work does not consider neither research ethics nor professional codes, 
but rather the ethics of performing research using Information technology. 
That because professional code devoted to professional practices not 
students doing research and research ethics is general guidance not directly 
related to IT. 
This paper gives an overview discussing the related work. Also, we discuss 
four ethical dilemmas that are important to graduate student when using IT 
tools and methods in their research, which are: Intellectual property, data 
privacy, Modeling and Simulation and Internal Research. Finally, 
conclusion and recommends are given. 
 
2. Related work 
While there has been an increase in publication about research ethics, little 
research relating to the ethics of using IT especially for graduate students. 
Example of such research is the work of Fielden in [4] who exposed the 
research ethics for postgraduate students in Computing. In his paper, the 
author applied a known framework to the process of learning to be an 
ethical researcher in computing in postgraduate degree.  Grimes et. al. in [5] 
gave an introduction to the issue of ethics in virtual world human subjects 
research, by highlighting both virtual world interests and research concerns 
within a perspective of well-established traditional ethical codes and 
guidelines. In addition, White in [6]   focused in the ways that human 
subject guidelines are being applied to Internet research.  Boehlefeld in [7] 
argued that an understanding of ethics from the perspective of computer 
professionals might help social science researchers in planning and carrying 
out ethical cyberspace research.  
 
3. Intellectual property 
Intellectual honesty must be applied in all aspects of research. One of the 
most common intellectual property violations is software piracy which is the 
unauthorized duplication of software. Software piracy is widespread 
phenomenon among university students.  Many studies such as [8] found 
that both graduate and undergraduate students in all fields commonly use 
pirated software. Software piracy comes under   copyright protection which 
considers one of the most common unethical behaviors. Less common but 
more serious unethical behavior is using software patent.  A patent is a form 
of protection for an invention.  A Software patent intended to prevent others 
from using some programming techniques such as: Specifications, analysis 
and design, source code and sometimes algorithm [9]. There are over ten 
thousand software patents only in the USA [10]. Software patent is more 
serious than software piracy. With respect to software piracy, you only need 
to use an original copy of the software to be ethical. However if the software 
is patent you need to get the authority of using the patents from the original 
creator and the experiments in the research should be under his supervision.  
The other difference between software piracy and software patent is that it is 
easy to recognize if the software is copy righted (which is actually by 
default), but it is hard to know where is the boundary between patentable 
and non-patentable software [11]. 
Another ethical issue related to information technology is the ownership of 
Intellectual Property. The result of a graduate students’ research is a new 
knowledge.  This knowledge could be kind of software such as model, 
source code, program, or even patent.  The ownership of that new 
knowledge, especially when it has commercial implications is important. 
This knowledge is not owned only by student but also by the supervisor, the 
university and any outside agency support the research should have a fair 





4. Data Privacy 
In order to conduct research responsibly and ethically, graduate students 
need to understand how to treat data correctly [12].   Some fields such as 
social science, health, medicine, biology and finance often involve 
processing of sensitive personal data. Sensitive personal data may concern 
the subject's race, ethnicity, politics, religion, trade union status, health or 
criminal record. UK Data Protection Act 1998 [13] describes the ethics of 
data privacy treatment as: 
 
"Data must be obtained for a specified and lawful purpose; and shall not be 
processed in any manner incompatible with that purpose; shall be adequate, 
relevant and not excessive for those purposes; shall be kept up to date; and 
kept for no longer than is necessary for that purpose; be processed in 
accordance with the data subject's rights; be kept safe from unauthorized 
access, accidental loss or destruction;." 
 
In addition to data treatment, data privacy concerns with protection of an 
individual’s privacy which is one of the greatest challenges in research. 
Graduate student should be aware of consequence of processing any 
information related to records of personal or confidential information 
concerning identifying individuals. The individual can be identified by his  
Names, identification  numbers , telephone numbers, electronic mail 
addresses, medical record numbers,  bank account numbers, driving license 
numbers ,  vehicle plate identifiers , Web Universal Resource Locators 
(URLs) , Internet Protocol (IP) address numbers, biometric identifiers 
including finger and voice prints and  Full-face photographic images [14].   
Graduate student must protect  individual’s identity using at least one of the 
following methods: 1)  Collect information without identification which is 
called de- identified information,  which information  that does not identify 
the individual 2) use secure procedures for all computer-based storage  such 
as security procedures (e.g., encryption, password protection). 3) A 
researcher may opt to code information by replacing identifying information 
of the individual with a number, letter, symbol, or some combination [14].   
 
5. Modeling and Simulation  
Modeling and simulation are used extensively in research in general and by 
graduate student research in particular.  Experimentation is the essence of 
scientific thinking and performing experiments using model or simulation 
rather than the real system is well accepted [15]. Computational models are 
used extensively in science, engineering, business, and government [16].  
Simulation has been applied to large number of application areas such as 
decision making, sensitivity analysis, engineering design, prototyping, 
planning, acquisition and proof of concept. The downside of using 
simulation is that it may result in wrong decisions and an erroneous 
allocation of resources [17].  
Therefore, ethics should be properly applied to simulation because it could 
have serious implications on others. Simulation of safety-critical systems is 
one of the important application areas of simulation. Example of such 
system is simulation of nuclear fuel waste management systems, which is 
used to study long-term behavior [18]. In such system series implication 
will be resultant if the computational model produce erroneous predictions. 
Because of those graduate students who want to use modeling and 
simulation main responsibility is to avoid fabrication, falsification, and 
plagiarism to ensure the integrity of the scientific research record and to 
ensure the safety, health, and welfare of the public. Also, they  should 
ensure that model users well understand the limits of decision making 
abilities of the models.   
Therefore, if the  graduate student plans to use modeling and simulation in 
his research, it is  a good practice to follow the Code of Professional Ethics 
for Simulationists  proposed by  Ören [19] to ensure that the experiments 
ethically done. 
 
6. Internet  Research 
Internet research is defined as research conducted in online environments 
[20].  In this type of research the graduate student uses Internet communities 
like mailing lists, chat rooms, newsgroups, discussion boards, blogs, or 
social networks, as source of data in his research. Internet research can be 
used in social science (to conduct surveys), health and medicine (collect 
data about disease or drug from group discussion), marketing (the prices and 
offerings of competitors in electronic marketplaces) customer behavior (the 
behavior of both sellers and buyers in electronic auctions) and many other 
applications. The main advantage of Internet research is that researchers can 
potentially collect data from wide range of population at relatively low cost 
and in less time than similar efforts in the physical environments [20].  
Internet research ethics study how research is conducted using Internet and 
seek to resolve the consequent ethical dilemma [21]. While similar to its 
physical counterpart, conducting research online is different in terms of 
ethics and values. Some of the ethical issues arise from using Internet 
research by graduate students are:  First, the ability of a graduate student to 
anonymously record interactions on Internet (chat room, social network, 
forum ..etc) without the knowledge of the participants. In this case there is a 
potential for psychological harm to the members of these groups [20]. To 
make it ethical, the graduate students require to make themselves known 
and to explain the research objectives to the participants. This way, 
participants can choose whether to join or not. Second, use of online data 
introduces new risks of error, for example indiscriminate use of low-quality 
or erroneous information found online, errors of sampling method, etc. 
Taking reasonable steps to prevent error is an ethical obligation for 
researcher [22].  Third, the Internet appeals to researchers because of its 
access to a potentially wide geographical and diverse population. However, 
this may also be one of the pitfalls in such research, since it is quite easy to 
mislead others about one’s geographical location, gender, or race [20]. 
Therefore, the research should be confident about the collected information.  
Fourth, the ethics of using list mining. List mining is the use, for research 
purposes, of messages sent to Internet-based mailing lists [23]. These people 
who were the original sources of messages can properly be regarded as 
"research subjects", or as "published authors", or as "members of a 
vulnerable community". In case of research subject questions pertaining to 
privacy and informed consent should be raised.  For published authors, 
issues of copyright and proper attribution to be considered. Should they be 
regarded as members of a community, correctness of the data should be 
examined [23].  Fifth, sending research data over the Internet and data kept 
on a computer that is connected to the Internet, require the use of encryption 
software to prevent the data’s being intercepted by unauthorized people and 
to maintain anonymity and confidentiality [24]. 
 
7. Conclusion and Recommendations  
Gradate students have been experiencing a boom in the use of information 
technology in their research. However, presenting new technologies often 
brings new ethical concerns. In this paper four types of ethical issues have 
been discussed: Intellectual property, Data Privacy, Modeling and 
Simulation and Internet Research.  Now, many universities, research 
institutions and funding agencies have its own research Code of Conduct. 
These policies have general guidance for doing research. Due to the number 
of disciplines and various types of research involved, using these general 
principals is insufficient for all cases faced by students. For example, IT has 
it own ethical dilemmas.  So, there is a need for code of ethics dedicated to 
using information technology in research by graduate student.  The 
proposed code of conducts, which must be proposed and approved by 
universities, must contain the ethical issues associated with using 
information technology in research in general and in graduate students’ 
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